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Objectives

Takeaways

• To explore new approaches to cybersecurity, AI in the 5G era;

• Gain more insight in cybersecurity 5g and AI era

• To create awareness around current cybersecurity threats

• Learnt about current cybersecurity threats

• To find solutions in fighting cybercrime associated with 5G and AI

• Networking opportunities

• To create a platform for networking among likeminded peers
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Conference background
As South Africa is preparing for widespread 5G roll-outs, we have to consider the opportunities as well as
the threats that this new technology might bring. 5G will introduce faster data transfer speeds and lower
latency which will pave the way for new technologies that may benefit or harm our society.
Especially Artificial intelligence (AI) is envisioned to play a pivotal role in empowering intelligent, adaptive
and autonomous security management in 5G networks. However, although AI may present astounding
capabilities, it may also pose many vulnerabilities that may jeopardise the security of future networks.
5G technology will make it easier for hackers to engage in criminal activity which may result in massive
cyberattacks. To protect electronic assets, organisations will have to keep up with cybercriminals who will
be using the latest AI technologies to commit financial and other cyber crimes. Robust cybersecurity strategies with modern fraud detection and prevention technology with the ability to discover complex fraud
patterns in data in real-time, will be necessary to keep cyberattacks at bay.
South Africa has recently made great strides in cybersecurity by introducing the new Cybercrimes Bill. The
Bill is aimed at protecting all persons, including organisations and financial institutions from cybercriminals
and other offenders who rely on computers, the Internet and other technology to commit cybercrimes in
South Africa.
In addition to the Cybercrimes Act, the Protection of Personal Information Act (POPIA), also plays a role in
protecting personal information. Together, these two strategies play a key part in South Africa’s defence
against cybercrime.
However, the Cybercrimes Bill does not expressly provide for the use of AI and 5G to detect and curb
cybercrime in the South African organisations, which is why some experts are calling for a careful review
to ensure best practises are adhered to in the fight against cybercrime.
This summit will focus on exploring, assessing and finding solutions on how to tackle cyberthreats in the
5G era.
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Programme
DAY 1			

				

22 JUNE 2022

08:30 Registration and morning refreshments
08:55 Welcome conference delegates
09:00 Cybercrime Bill: Organisations’ compliance obligations:
• Organisations’ responsibility to combat and report cybercrime.
• The consequences if organisations fail to meet obligations.
• The role of these requirements in curbing cybercrime.
• The reviewing of current legislature.
• Obliging companies to implement AI and 5G to fight cybercrime.
Ethan Mudavanhu, Regulatory Compliance and Market Intelligence Consultant, Access Partnership
09:45 The importance of data protection in South Africa:
• The role of data protection in cybersecurity.
• Complying to the POPI Act.
• Steps organisations can take to achieve POPIA compliance
Melody Musoni, Senior Legal Consultant, PPM Attorneys
10:30 Comfort break
11:00 The converging legal landscape – Cyber, Privacy & AI:
• Cyber and privacy are one.
• Understanding the boundaries of AI from a privacy perspective.
• AI security and privacy.
• AI ethics in a cyber/privacy world.
Ahmore Burger-Smidt, Director, Head of Data Privacy and Cybercrime Practice, Werksmans
Advisory Services
11:45 The security implications of 5G in South Africa:
• The 5G roll-out strategy in South Africa.
• The benefits of 5G.
• What opportunities will it bring?
Dobek Pater, Director, Africa Analysis
12:30 Top cybersecurity trends to be aware of:
• They rise of automative hacking.
• The potential of AI in cybercrime.
• Cloud is potentially vulnerable.
• Vulnerabilities associated with data breaches.
• IoT with 5G networking, etc.
Garith Peck, Executive Head: Cloud Security, Vodacom
13:15 Lunch and networking
14:15 Collaboration in the 5G era
Kenneth Matau, Senior Manager: Platform Architecture, MTN SA
15:00 Cybersecurity threats for large scale cyber-infrastructure installations
• Massive cyber-infrastructure threats.
• Hacking potential at a fast rate.
Dr Happy Marumo Sithole, Centre Manager, National Integrated Cyber-Infrastructure System
15:45 Wrap up of day 1

DAY 2			

				

23 JUNE 2022

08:30 Morning refreshments and networking
09:00 Challenges in the 5G security area
• How are other regions, such as the EU, responding to the current challenges?
• A unified standard for cybersecurity assessment: Network Equipment Security Assurance
Scheme recommended by GSMA and 3GPP
HUAWEI TECHNOLOGIES SOUTH AFRICA, Speaker to be confirmed
09:45 Zero Trust Networks in a 5G World
• Why zero trust?
• Zero trust in a network infrastructure context
• Zero trust models in a 5G network
• 5G matches enterprise security needs
Vino Govender, Independent Telecoms and ICT Consultant
10:30 Comfort break
11:00 Organisations’ capability to cope with 5G cyberthreats:
• The cyberthreats 5G and AI poses to organisations.
• How can organisations combat these threats.
• Are South African equipped to deal with these threats?
• How to prepare organisations for 5G and AI risks.
Rupesh Vashist, Associate Director - Cybersecurity, KPMG
11:45 Best practises for incident response and automation:
• Create an incident response plan.
• Provide multi-channel support.
• Prioritise incidents.
• Communicate effectively.
• Review and report on significant incidents.
Mamela Luthuli, CEO, Take Note IT
12:30 Lunch and networking
13:30 How to get your staff behind your cyber-security policy with current resources:
• Addressing the human factor in your cybersecurity risk management strategy.
• Leveraging proven techniques for influencing attitudes and behaviours.
• The four objective-driven communication styles.
• Human-first strategies in a remote working world.
• What to look for in cybersecurity training platforms.
Caroline Mouton, The IT Whisperer, Clearwood Consulting
14:15 Cyber-awareness is a life skill:
• The ongoing threat of Social Engineering in new technologies
• Low level of cybersecurity awareness amongst consumers and citizens
• Cybercrime risks related to social engineering.
• Importance of security awareness and culture programs
• Cyber awareness, training and education as a critical competency and state capacity
Anna Collard, SVP Content Strategy & Evangelist, KnowBe4 Africa
15:45 Closing of by chairperson and participants

Audience
• Heads of IT

• Network architects

• IT directors/executives

• Solutions architects

• IT managers

• Telecoms engineers

• Technical directors

• Network engineers

• Operations managers

• Cyber security specialists

Standard registration fee per person
R 9 890.00 VAT Excl.

Group booking of three or more per person
R 8 890.00 VAT Excl.
Registration fee includes Conference attendance for two days,
refreshments, lunch and does not cover transport and accommodation.

Sponsorships and exhibition opportunities are available for more
information contact Simon on 067 107 6133
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